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As the door and hardware industry continues to 
be at the forefront of security and proactively 
address COVID-19 concerns, the era of physical 
credentials is giving way to a secure and touch-
free option: mobile credentials. Mobile 
credentials provide people with access to 
secured spaces that are convenient for the user 
and cost-effective for the building owners/
managers. 

Two Platforms
Access control systems are either cloud-based 
or server-based.

Cloud-based services are usually online all the 
time and can allow openings to be controlled in 
two ways: remotely through a mobile app or 
locally with users unlocking doors using their 
smartphones as a credential. 

In the remote scenario, the communication path 
starts with the administrator’s phone equipped 
with an app. The command chain goes from the 
phone to the cellular/WiFi network, to the 
dedicated cloud space, to a local network, to a 
wireless hub and then to the locking device.

“The chain of communication may sound 
complex,” explains James Stokes, Director of 
Corporate Training at Hager Companies. “But in 
reality, it happens in a matter of a few 
seconds.” 

Examples include admitting an outside service 
provider that arrives on-site when there is no 
staff available to admit them, or a new 
employee who does not yet have their 
permanent credential. 
Additionally, the mobile app can give business 
administrators full control of users’ access

rights and can be managed from anywhere at 
any time. With cellular or WiFi service, 
openings can be remotely managed and 
monitored from anywhere in the world. 

Cloud-based systems also provide the option 
of using smartphones as credentials. Instead 
of a card or fob, the phone is presented to the 
locking device or reader to gain access. In this 
setting, the phone app communicates with the 
locking device or reader, which transmits that 
data to the locally installed wireless hub that 
stores the access rights. If access is allowed, 
a signal is sent to the locking device to unlock. 
Similar to the remote scenario, this process is 
quick with minimal disruption to the user. 

Once the transaction has been completed, the 
local wireless hub will communicate with the 
cloud to upload the audit record for future use 
while simultaneously downloading any access 
right changes. 

Even in the case of communication failure 
between the hub and the cloud, the hub has 
users and access rights stored to ensure 
normal service is maintained. When 
communication is resumed, audits, activities 
and any other changes will be uploaded.

In the server-based world, building 
administrators can use mobile apps and 
credentials in a variety of ways without 
requiring all locking devices to be wired or 
wireless. 
This can result in huge savings in capital 
infrastructure costs. Mobile credentials can be 
used with wired, wireless, and offline  battery-
operated locking devices – all managed under 
one software system. 

Wired locking devices are typically readers on 
high-traffice entrances to buildings. Because 
they are not constrained by battery life, the 
readers’ Bluetooth is constantly powered and a 
valid mobile credential can activate the door 
from up to 30 feet away. 

Wireless locking devices are generally battery 
operated. They require the mobile credential be 
held close to the reader to activate the 
Bluetooth lock to read access rights. 
Offline locking devices are battery operated and 
also need a credential held close to the reader 
to activate. 
Improved Security
There are several advantages to both the end-
user and the distributor when adopting mobile 
credentials.
Mobile credentials give businesses greater 
flexibility to manage people, properties, and 
assets by enabling a more efficient and user-
friendly experience across multiple sites without 
sacrificing security.

tion. They serve as an advocate for the mentee whenev-
er the opportunity presents itself and are always seeking 
opportunities for increased visibility and deeper under-
standing. In many cases, playing devil’s advocate to help 
the mentee think through important decisions, strategies
or application.

Example: If Alex saw something on a project he was 
working on individually that could be used as a learning
tool, he would do something very di�cult. He would stop, 
call down to me and say “Son, grab your notebook and 
come down here. I have something you have got to see.” 
Some of the most challenging projects I worked on were 
the ones Alex pulled me into. He did not give me the 
answers; rather, he empowered me to think, and 
challenged me to understand and not be intimidated at
the chance of failure.

3. Regularly challenging you to be more. A mentor 
pushes you to hone and learn new skills while igniting a 
passion for your craft. They are willing to take you under 
their wing for the sole purpose of helping you stay 
motivated and discover your own identity and path. 
Mentors look for ways to make you successful; many 
times with the hope that you surpass their greatest 
accomplishments.

Example: Alex never spoke to me as if I was inferior. His 
expectation was clear—work hard, but more importantly
work smart. Enjoy what you do, share your passion with 
others and ask a lot of questions—just not the same one 
twice.

No matter what position, role or title you hold, mentors 
are there. Seek out those special individuals who are
willing to share and invest in your growth. Thank you to 
all the mentors in our industry that take the time to 
uphold the integrity of our profession, share the passion 
for our work and take the time to put someone else’s 
success before your own. During the four years I spent 
with Alex before his passing, I did not realize how much 
of an impact he had, not only on my career but my life as 
a whole. Our relationship was more than a close working 
relationship that later evolved into a rock solid friendship 
built on trust and respect for each other. I am grateful to 
have had Alex Graham as my mentor, guiding me. 

DAN WHITE is the Product Development
Manager for Hager Companies. He can be
reached at dwhite@hagerco.com.

The Advantages of Mobile Applications and Credentials
by Nick Ealy

When Steve Jobs debuted the iPhone in January 2007, we couldn't have anticipated how much of an 
impact the smartphone would have on society. It has completely revolutionized the way we work 
and connect with others.  
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Wired locking devices such as 
wall readers can be activated 
to unlock the door from up to 
30 feet away.



This may start o� like a story your 
parents told you as a child, but it 
really happened this way. My first 
day of work in this industry started 
on a Monday, Jan. 22, to be exact. I 
had loaded all of my necessities into 
the back of my car the previous day, 
left the love of my life standing in a 
driveway (we got married a year 
later) and headed south from St. 
Louis to Memphis through a snow-
storm to start working for a company
I knew little about that specialized in 
an industry I knew nothing about.

Although I knew nothing about what
I was going to be doing, I did know I 
was going to make it work. So, I 
headed in early, anticipating the
excitement of filling out human
resource forms, finding out where 
the locker filled with pens and note 
pads was, and hopefully locating a
bathroom along the way. As expect-
ed, a woman named Nancy greeted 
me out front and said, “Follow me, 
we have some paperwork to fill out.” 
I smiled. No sooner than I had sat 
down, a man with a boisterous voice, 
suspenders and a Ventair hat came 
into the room and said, “Grab your 
things, we have work to do. Nancy, 
he can fill this stu� out tonight when 
he gets home.”

Until that point, I only knew this man 
as Alex, that I would be working 
closely with him and that the three 
people who had been given this 
opportunity before me were no 
longer employed there. Needless to 
say, I was apprehensive.

My first day with Alex consisted of, 
what I learned later, was a keying 
meeting, project walk through and 
multiple contractor visits. By the end 
of the day, I was beyond confused 
and tired but remember thinking I 
can learn so much from this man. 
Throughout that first day with Alex, 
without saying it, he made it very 
clear to me that he was willing to 
help me succeed any way he could, 
as long as I followed one simple rule:

Don’t ask the same question twice

So that night, after I filled out my HR 
paperwork, I purchased a package
of composition notebooks—you 
know the type with the black and 
white speckled cover—and made a 
few simple decisions:

• I would ask Alex a lot of questions.
• I would write down his responses.
• I would try my very best to respect 
his simple rule.

I soon realized that Alex was, in most 
situations, impatient. He would
express his frustrations with loud 
outbursts. I grew to love hearing the 
responses he gave contractors who 
wanted to change the hand of a 
frame or modify the lever design of a 
mortise lock after they had already 
been purchased. But when he 
worked with me he was composed, 
and, inadvertently taught me what 
authentic humility and grace looked
like.

When in the midst of the many tasks
and responsibilities those of us who 

have worked in distribution find
ourselves in, it was very common for 
me—greener than a four leaf 
clover—to run across something I 
was not familiar with or need a 
second opinion from a seasoned
veteran. I would first pull out my 
composition notebook and scour
through all the previous questions 
and answers to ensure it was not 
something I had asked Alex before. 
If not, I would gather the needed 
documents, my composition
notebook, swallow any pride that 
was floating around my throat and 
head down to his o�ce.

Mentors are, and Alex was:

1. Committed to the responsibility of 
mentoring. A mentor is an advisor
and coach who provides guidance,
gives feedback and freely shares
their experience and expertise. It
takes trust, respect and a deep 
understanding of the personal
development needs of the mentee
to take on this critical responsibility.

Example: There was never a time 
that Alex said he was too busy; 
never a response given that gave me 
an indication that he was not 
interested in sharing, engaging and
guiding me. He did not look for quick
responses; he gave suggestions, 
shared experiences and then had 
me do the work—most of the time 
with him by my side cheering me on.

2. Always recognizing opportunities 
to mentor. A mentor does not always 
wait for the mentee to ask a ques-

While physical credentials, such as cards, can be lost, stolen or used 
by unauthorized people, a mobile credential provides additional layers 
of security. Most smartphone users set up authentication, such as a 
PIN, fingerprint or facial recognition to access their phones, which adds 
an extra level of security to the transaction. Many phones also have the 
ability to be tracked or erased remotely.

Added Convenience
From a user's perspective, mobile credentials are expedient because it 
is not necessary to carry a card, fob or other physical credentials.

“Whether you are leaving your desk, your office, or your home, 
everyone makes sure to carry their smartphone,” Stokes notes. “It’s a 
lifestyle, so electronic access via the phone is incredibly convenient.” 
Because the mobile app allows for updating access rights remotely 
without using a wired, online update point, it also creates a better user 
experience. 

Limited Contact
COVID-19 has changed the way we move around in our lives. Now more 
than ever, businesses look at their buildings through the lens of 
COVID-19 to find ways to limit touch points. According to the Centers for 
Disease Control and Prevention (CDC), people may get sick by touching 
a surface that has the virus on it and then touching their mouth, nose or 
eyes. Mobile credentials can greatly reduce the number of necessary 
touches for a user to gain access to secured spaces.

Recurring Revenue Generator
Mobile credentials can be a recurring revenue generator for owners of 
buildings such as multi-family complexes. Many people are attracted to 
ease of use and convenience, so buildings that offer mobile credentials 
for access are quite desirable. Facilities can use this to their advantage 
in two ways:

• Charge a premium service fee for the convenience of mobile 
credentials.

• Offer one mobile credential as part of the rental package and 
charge an extra fee for additional mobile credentials, like 
roommates, on the same lease.

Some access control systems require buying credentials in lots of 1,000. 
Each time you issue a credential, that credential is permanently used and 
cannot be changed, even if it is for the same person. So if a person’s 
access rights change or they get a new phone, a new credential must be 
issued.

While there are drawbacks to this, the benefit is the credential often does 
not expire – which is ideal for companies with low turnover and where staff 
access rights do not change. However, if a property’s access rights 
change frequently, users get new phones often or new users are added 
regularly, the credential allotment could be depleted quickly.

Many access control systems have a recurring annual fee for credentials. 
While this is an additional yearly fee, the mobile credentials can be reused. 
This means that when four people move out of a building and those 
credentials are canceled, they can be reissued to four new people with no 
additional fees to the system owner. 

“Being aware and asking the right questions regarding credential costs 
will ensure you get the right access control system for the building with no 
future surprises,” advises Stokes.

Mobile Credentials in Verticals
Mobile credentials have a place in multiple vertical markets, but this 
growing trend has affected five vertical markets in particular (see table 
below). 

Long-Term Benefits
To know if mobile credential make sense for a client, they need to be 
asked, before hardware is specified, if they intend to use mobile 
credentials now or at any point in the future. If the answer is probably or 
yes, it is more cost-effective to invest in locks that accept mobile 
credentials at the outset then face replacement costs down the road. 

“The beauty of both cloud-based and server-based platforms is that even 
if the end user isn’t ready to switch over to mobile credentials entirely, 
both provide the option of using a card/fob or the smartphone app,” 
Stokes points out. “It’s simply a matter of having the foresight to put the 
components in place now, so it’s ready to go when they’re ready to 
upgrade.” +End-User Cost

The cost structure for mobile credentials can vary between 
manufacturers, software companies or even product lines. Occasionally, 
an access control system, using a paid cloud service, will not charge a 
fee since mobile credentials are just a feature of the service. Often, 
though, mobile credentials will have an extra fee. 
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