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For healthcare, education and office 
buildings, standard door and key 
configurations do not always provide 
the type of security necessary. This is 
leading decision-makers to look at 
more sophisticated access control 
solutions. The electronic access control 
market has become more refined in 
recent years and it is important to 
know what is available and what may fit 
the needs of a given facility. 
Furthermore, the type of hardware 
chosen must be code-compliant, 
making proper selection even more 
important.

In high use buildings, such as a school 
or office building, access control must 
allow for a door opening to have free 
means of egress, during an emergency, 
along with fire protection and meet 
accessibility requirements. The 
International Building Code (IBC) 
defines an accessible means of egress as 
a "continued and unobstructed way of 
egress travel from any point in a 
building or facility that provides an 
accessible route to an area of refuge, a 
horizontal exit or a public way."

The three parts to a means of egress are 
exit access, exit, and exit discharge. The 
exit access begins at any location within 
a building and ends at the exit. An exit 
is typically a door leading to the outside 
or an enclosed exit stairway in a multi-
storied building. When the phrase "exit 
discharge" is used, it is referencing the 
path from the exit to a public way (a 
space permanently deeded and 
dedicated to public use).

Understanding these terms is key, as the 
IBC requires a minimum of two means 
of egress from all buildings and spaces 
within a building. Spaces and buildings 
with 500 or more occupants are 
required to have three means of egress 
and 1,000 or more occupants requires 
four means of egress. The IBC is 
intended to be adopted in accordance 
with the laws and procedures of a 
governmental jurisdiction.

Some jurisdictions may amend a model 
code, like IBC, to reflect local practices 
and laws. Establishing the level of 
security needed for any facility will help 
define the type of products that will be 
required. The characteristics of the 
traffic flow in and out of the building is 
also a large part of this equation. Which 
entrances, based on use, should be 
regarded as the main entry and exit 
points of the building? Studying the 
flow can be a helpful guide in this area.

Classrooms

There may be guidelines in place for 
specific types of facilities. For example, 
the National Association of State Fire 
Marshals have set guidelines that 
address door security devices for 
classroom openings. Included as a part 
of the IBC, NFPA 101, NFPA 80 and 
ANSI/ICC A115.1, these devices are 
mandated to:

• Provide immediate egress by
having locking devices located
between 34" and 48" above the
finished floor;

• Not require any special knowledge or effort,
nor key or took, not require tight grasping,
twisting, or pinching to operate, and
accomplished with one operation;

• Be easily lockable in case of emergency
from within the classroom with an
authorized credential (key, card, code, fob,
fingerprint, etc.) and without opening the
door;

• Lockable and unlockable from outside the
door with an authorized credential.

There has been a growing debate about so-called 
"barricade devices" in educational facilities. While 
these products secure a door opening in case of 
unwanted ingress, they do not take into account 
the fire and building codes that are in place to 
maintain safety for occupants and first 
responders. There have been state-passed laws 
that do in fact allow these barricade devices to be 
used as options, typically against the advice of 
state fire marshals and building code officials. 
(For more information on the Door Security & 
Safety Foundation's work to secure classrooms 
without compromising life safety, visit 
www.lockdontblock.org).

Parents and administrators believe that barricade 
devices are a viable solution when, in fact, better 
solutions are available. The Builders Hardware 
Manufacturers Association proposed a change 
regarding the classroom locking issue in the 2018 
edition of the IBC and clarifying codes already in 
place. Although these codes will only go into 
effect if a specific state or jurisdiction adopts 
them, hopefully the new language will help 
educate those that (wrongly) believe barricade 
devices are a viable solution to classroom 
security.

tion. They serve as an advocate for the mentee whenev-
er the opportunity presents itself and are always seeking 
opportunities for increased visibility and deeper under-
standing. In many cases, playing devil’s advocate to help 
the mentee think through important decisions, strategies
or application.

Example: If Alex saw something on a project he was 
working on individually that could be used as a learning
tool, he would do something very di�cult. He would stop, 
call down to me and say “Son, grab your notebook and 
come down here. I have something you have got to see.” 
Some of the most challenging projects I worked on were 
the ones Alex pulled me into. He did not give me the 
answers; rather, he empowered me to think, and 
challenged me to understand and not be intimidated at
the chance of failure.

3. Regularly challenging you to be more. A mentor 
pushes you to hone and learn new skills while igniting a 
passion for your craft. They are willing to take you under 
their wing for the sole purpose of helping you stay 
motivated and discover your own identity and path. 
Mentors look for ways to make you successful; many 
times with the hope that you surpass their greatest 
accomplishments.

Example: Alex never spoke to me as if I was inferior. His 
expectation was clear—work hard, but more importantly
work smart. Enjoy what you do, share your passion with 
others and ask a lot of questions—just not the same one 
twice.

No matter what position, role or title you hold, mentors 
are there. Seek out those special individuals who are
willing to share and invest in your growth. Thank you to 
all the mentors in our industry that take the time to 
uphold the integrity of our profession, share the passion 
for our work and take the time to put someone else’s 
success before your own. During the four years I spent 
with Alex before his passing, I did not realize how much 
of an impact he had, not only on my career but my life as 
a whole. Our relationship was more than a close working 
relationship that later evolved into a rock solid friendship 
built on trust and respect for each other. I am grateful to 
have had Alex Graham as my mentor, guiding me. 
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This may start o� like a story your 
parents told you as a child, but it 
really happened this way. My first 
day of work in this industry started 
on a Monday, Jan. 22, to be exact. I 
had loaded all of my necessities into 
the back of my car the previous day, 
left the love of my life standing in a 
driveway (we got married a year 
later) and headed south from St. 
Louis to Memphis through a snow-
storm to start working for a company
I knew little about that specialized in 
an industry I knew nothing about.

Although I knew nothing about what
I was going to be doing, I did know I 
was going to make it work. So, I 
headed in early, anticipating the
excitement of filling out human
resource forms, finding out where 
the locker filled with pens and note 
pads was, and hopefully locating a
bathroom along the way. As expect-
ed, a woman named Nancy greeted 
me out front and said, “Follow me, 
we have some paperwork to fill out.” 
I smiled. No sooner than I had sat 
down, a man with a boisterous voice, 
suspenders and a Ventair hat came 
into the room and said, “Grab your 
things, we have work to do. Nancy, 
he can fill this stu� out tonight when 
he gets home.”

Until that point, I only knew this man 
as Alex, that I would be working 
closely with him and that the three 
people who had been given this 
opportunity before me were no 
longer employed there. Needless to 
say, I was apprehensive.

My first day with Alex consisted of, 
what I learned later, was a keying 
meeting, project walk through and 
multiple contractor visits. By the end 
of the day, I was beyond confused 
and tired but remember thinking I 
can learn so much from this man. 
Throughout that first day with Alex, 
without saying it, he made it very 
clear to me that he was willing to 
help me succeed any way he could, 
as long as I followed one simple rule:

Don’t ask the same question twice

So that night, after I filled out my HR 
paperwork, I purchased a package
of composition notebooks—you 
know the type with the black and 
white speckled cover—and made a 
few simple decisions:

• I would ask Alex a lot of questions.
• I would write down his responses.
• I would try my very best to respect 
his simple rule.

I soon realized that Alex was, in most 
situations, impatient. He would
express his frustrations with loud 
outbursts. I grew to love hearing the 
responses he gave contractors who 
wanted to change the hand of a 
frame or modify the lever design of a 
mortise lock after they had already 
been purchased. But when he 
worked with me he was composed, 
and, inadvertently taught me what 
authentic humility and grace looked
like.

When in the midst of the many tasks
and responsibilities those of us who 

have worked in distribution find
ourselves in, it was very common for 
me—greener than a four leaf 
clover—to run across something I 
was not familiar with or need a 
second opinion from a seasoned
veteran. I would first pull out my 
composition notebook and scour
through all the previous questions 
and answers to ensure it was not 
something I had asked Alex before. 
If not, I would gather the needed 
documents, my composition
notebook, swallow any pride that 
was floating around my throat and 
head down to his o�ce.

Mentors are, and Alex was:

1. Committed to the responsibility of 
mentoring. A mentor is an advisor
and coach who provides guidance,
gives feedback and freely shares
their experience and expertise. It
takes trust, respect and a deep 
understanding of the personal
development needs of the mentee
to take on this critical responsibility.

Example: There was never a time 
that Alex said he was too busy; 
never a response given that gave me 
an indication that he was not 
interested in sharing, engaging and
guiding me. He did not look for quick
responses; he gave suggestions, 
shared experiences and then had 
me do the work—most of the time 
with him by my side cheering me on.

2. Always recognizing opportunities 
to mentor. A mentor does not always 
wait for the mentee to ask a ques-

Looking forward, the IBC 2018 edition addresses school 
security in the following language:

1010.1.4.4 Locking arrangements in educational occupancies. In 
Group E and Group B education occupancies, egress doors from 
classrooms, offices and other occupied rooms shall be permitted 
to be provided with locking arrangements designed to keep 
intruders from entering the room where all the following 
conditions are met: 

1) The door shall be capable of being unlocked from outside
the room with a key or other approved means;

2) The door shall be openable from within the room in
accordance with Section 1010.1.9;

3) Modifications shall not be made to listed panic hardware,
fire door hardware, or door closers.

1010.1.4.4.1 Remote operation of locks. Remote operation of locks 
complying with Section 1010.1.4.4 shall be permitted. This code 
change will require all Group E classroom doors to be lockable 
from the inside of the classroom preventing entry to the 
classroom, without the need to open the door. This proposal 
does not prescribe specifically how the door is to be lockable 
from inside the classroom. 

A classroom intruder function was developed in the aftermath 
of the Columbine tragedy in 1999. This function allows a lock 
to be secured from the interior of the classroom, while still 
allowing free egress from the inside and entry from the outside 
using a key.

The classroom intruder function is readily available by lock 
manufacturers today, at a similar cost as the traditional 
classroom function locksets.

Additional requirements state that the door is to be unlockable 
and readily openable from inside the classroom without the 
use of a key or special knowledge or effort, as required in IBC 
Section 1010.1.9. Subsections of 1010.1.9 include requirements 
for hardware height and hardware configuration. An 
additional requirement of this proposal is that the classroom 
door is to be unlockable and openable from outside the 
classroom by a key or other credential. 

This proposal balances the challenges of providing protection 
of students and teachers in the schools and allowing free and 
immediate means of egress at all times, without the use of keys, 
tools, or special knowledge.

Both NFPA 101 and the International Fire Code (IFC) have 
similar working under development. These codes will not take 
effect immediately and the debate around the use of barricade 
devices will continue to be controversial long after these codes 
are implemented.

Healthcare Facilities and Office Buildings

Unlike in schools, safety inspections are required in hospitals 
for the facilities to receive licensure and state accreditation. 
One of the biggest challenges healthcare facilities face is the 
ability to safely prevent the escape or abduction of their most 
vulnerable and at-risk patients. 

Between 2000 and 2012, many important changes specific to 
the healthcare industry were incorporated into NFPA 101. 
One of those changes addressed controlled egress applications. 
In certain types of health care units, where clinical needs of 
patients require specialized security and/or protective 
measures, egress doors can be locked.

In healthcare facilities where controlled egress devices are 
implemented, the most critical element is that staff must be 
able to easily unlock these doors at all times. To reduce the 
potential threat to life safety, these types of locks create, 
stringent safeguards must be kept in place. Using fail-safe 
electrified locks ensures the doors will unlock in the event of 
power loss or activation of the smoke detection system. Only 
one controlled egress lock is permitted on each door and locks 
must be able to be unlocked remotely from within the 
designated locked smoke compartment.

Extra attention is being paid to life safety protocols and 
procedures by office building owners and management with 
the recent terror attacks, especially in skyscrapers. Every 
building designed must balance those emergency egress 
concerns while maintaining everyday accessibility. Helpful 
resources to understand requirements for accessible and 
usable buildings, code compliance and the operation of door 
hardware include the International Code Council's (ICC) 
A117.1 and the 2010 ADA Standards for Accessible Design.
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Hardware

Accredited by the American National Standards Institute 
(ANSI), BHMA developed a minimum performance grading 
system for all hardware:

• Grade 1 lock is heavy duty
• Grade 2 is a step down
• Grade 3 is intended for residential use

Why is this helpful? Commercial buildings are able to use 
different graded locks in different areas of their building, 
depending on their specific needs. Often, a Grade 1 lock is used 
on exterior doors, and, depending on the flow of walking 
traffic, Grade 2 locks can be implemented on certain interior 
doors. 

Whether discussing a school, healthcare facility or commercial 
building, decision-makers strive for a secure environment that 
contains code compliant egress. Often, these decisions need to 
be made with a budget in mind. Fortunately, hardware is now 
available with superior security at affordable costs. With wire-
free installation and virtual networks, costs can be kept low 
while still offering a high level of security. There are several 
platforms available based on a facility's needs:

• Offline electronic systems use a portable programming device 
to transfer audit data from the locks to the software and update 
the locks with the user credentials and calendar information. 
these types of systems require the administrator or 
maintenance department to visit the individual locks to make 
any changes. The lock acts as the gatekeeper which makes the 
decision to allow or disallow a given credential.

• Data-on-Card systems allow for more flexible security by using 
a credential to transmit data between offline devices and online 
management systems. All user-related access information is 
stored on smart credentials, acting as carriers for the network 
and eliminating the need to have wired or wireless locks at 
every secured opening. The card has access rights and tells the 
offline lock how it should act. This drastically reduces the cost 
of the access control system.

Wireless and hard-wired systems are best suited for instances 
when immediate access to the openings is needed. These 
systems are specifically designed to offer real-time monitoring 
and control. This includes lock-down capabilities in many 
cases. They are highly recommended for institutional, 
educational and commercial applications. 

The entrances and exits of a building are critical components to 
a building's function, and controlling access is one of the most 
effective ways to ensure security. Codes are in place from 
various governing bodies that are meant to guide decision-
makers in the right direction, but cost can always be a 
deterrent. Fortunately, as technology continues to grow from 
an access control hardware perspective, so does the ability to 
install high level security options. 
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